MYPMAHCKOM OBJIACTHU
IITPUKA3

13.12.2024 Ne 273
r. MypmaHck

OO0 oTBeTCTBEHHOM 32 00ecneyeHHe 0€30MACHOCTH MEPCOHATbHBIX
AAHHBIX B HH(POPMALMOHHBIX CHCTEMAaX MEePCOHANbHBIX JAHHBIX
MuHucreperBa KyJbTypbl MypMaHckoii o01acTu

B nensx BemonHeHust TpeboBanuit DenepanpHoro 3akoHa oT 27.07.2006
No 152-®3  «O mepcoHallbHBIX  JaHHBIX», IOCTaHOBJIIeHHUs IIpaBuTenbcTBa
Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119 «O6 yTBepneHuu TpeOOBaHMH K
3alUTe IEPCOHANIBHBIX JaHHBIX NMPU UX 00paboTke B HHPOPMAIMOHHEIX CHCTEMAX
IIEPCOHAIBHBIX J@HHBIX» M B LENIX OOeCHedYeHHWs YPOBHS 3allUIEHHOCTH
IIEPCOHANBHBIX JaHHBIX MpH UX 00paboTke B WH(POPMAIMOHHBIX CHCTEMaX
IIEPCOHANBHBIX JIaHHBIX, OIPEJEICHHOTO B OTHCNBHBIX JIOKAJTBHBIX aKTax
MunncTepcTBa KyJIbTypsl MypMaHCKO#H 00acTd, IPpHKa3 bIBa 10 :

1. Bo3moxuTek (QyHKIHM OTBETCTBEHHOro 3a obecnedeHue 0e30macHOCTH
IIEPCOHANBHBIX JAaHHBIX B HH()OPMALMOHHBIX CHUCTEMaX IMEPCOHAIBHBIX IaHHBIX
MunucTteperBa KyabTypsl MypMaHCKOH 001acTH Ha CTPYKTYypHOE MOJpa3ielicHIe
«YnpasieHre (PMHAHCOBO-IIPaBOBOI0 0OECIIEUEHUSY.

2. Y1Bepauth MHCTpYyKIMIO 110 00ECIIeUeHNI0 0€30I1aCHOCTH NTEPCOHANBHEIX
J@HHBIX B MH(QOpPMaIMOHHBIX CHCTEMax IEepCOHAIBHBIX NAaHHBIX MUHHCTEpCTBa
KyJIbTypbl MypMaHCcKoi 00y1acTu.

3. Ilpu3HaTe yTpaTUBIIMM CHIIy I@IpuKa3 MWUHHCTEPCTBA KYJIBTYPHI
Mypmanckoit obmactu ot 20.12.2023 Ne 365 «O6 oTBeTCTBEHHOM 3a 00ecedeHue
6e30MacHOCTH  TEePCOHANBHBIX  JaHHBIX B  HH(QOPMAIMOHHBIX  CHCTeMax
MIEPCOHAIIBHBIX JJAaHHBIX MHUHHUCTEPCTBA KYIbTYPbl MypMaHCKOH 001acTH».

4. KoHTpoJb 32 HCIIOJIHEHIEM HACTOSIIIEr0 IIprUKa3a OCTaBIISIO 3a COOOM.

MunucTp i& O.I'. O6yxoBa



YTBEPXIEHA

pUKa3oM MUHUCTEPCTBA KYJIbTYPBI
Mypmanckoit obnactu

ot 13.12.2024 Ne 273

HNucTpykuus mo obecneyeHno 0€30NacHOCTH MEPCOHAJILHBIX JAHHbIX B
HH(OPMALHOHHBIX CHCTEMAX NMePCOHANBHBIX JaHHBIX MuHHCTEpCTBA
KyJbTypbl MypmaHckoii o0J1acTu

1. O6ue noJioskeHUs

1.1. CrpykTypHOE TmOApa3neneHue, OTBETCTBEHHOE 3a olecleueHue
0€30IIaCHOCTH  IEPCOHANBHBIX  JaHHBIX B  HHGOPMAIMOHHBEIX  CHCTEMax
MEPCOHANBHBIX JaHHBIX MuHHCTEpCTBA KyIbTyphl MypMaHCcKo# obractu (najee —
OrTBeTCTBEHHBIH) Ha3HAYaeTCsl MPUKa30M MUHHUCTEPCTBA KyJIbTYpEl MypMaHCKOM
obmacth  (mamee —  MUHHCTEPCTBO) M OTBe4aeT 3a  obeclieueHue
KOH(DUIEHIMANBHOCTH, LEJIOCTHOCTA M JOCTYIIHOCTH MEepPCOHATBHBIX JAHHBIX
(mamee — IIJIH) B mpomecce ux o0OpaGOTKM B HH(OPMAIMOHHBIX CHCTEMAx
IIePCOHANBHBIX JaHHbIX (Janee — ICIT/IH) Munucrepcrsa.

1.2. OTBeTcTBEeHHEIH JIOJDKEH 3HATh HOPMEI JEHCTBYIOIIETO
3aKoHojarenbcTBa Poccmiickoit @enmepamu B chepe (obnactu) oO6paboTkH U
obecnieuenus 6e3omacHocty I1[H.

1.3. B cBoelt mestensHOCTH OTBETCTBEHHBIA PYKOBOACTBYETCS I1OIMTHKOM
B OTHOIICHWH OOpaboTKM MepCOHANBHBIX NAHHBIX B MUHHCTEPCTBE KyNBTYPHL
Mypmancko#t  obnacty, HacTosed  MHceTpykuued, — peKoMeHIalUsMu
OTBETCTBEHHOrO 3a OpraHM3alUI0 06PaGOTKH MEPCOHANBHBIX NAHHBIX (Hajee —
OtBeTcTBEHHBIH 32 opranuzanuio o6paborku I1J1H).

1.4. Metomu4eckoe pyKOBOACTBO paGoToit OTBETCTBEHHOIO OCYIIECTBISET
OTBeTCTBEHHEBIH 3a OpraHU3aIUI0 obpabdoTtku IT]H.

2. OcHoBHbIE GYHKIHH M 00SI3aHHOCTH OTBETCTBEHHOTO 32 o0ecIeyeHme
0€30MacCHOCTH NEePCOHANLHBIX AaHHBIX B MH(OPMAIHOHHBIX CHCTEMAX
NEePCOHAJIbHBIX JAHHBIX

Oyukiu OTBETCTBEHHOTIO:

2.1. OTBEeTCTBEHHBII U3y4aeT BCE CTOPOHBI JESTENLHOCT MUHKUCTEPCTBA U
BBIpaOaTBIBAET PEKOMEHIANWH 10 3ammre [IJ[H [pu pelleHuH Clemyromux
OCHOBHBIX BOIIPOCOB:

— IPOBEJICHUE AHAIUTUYECKOM paboThl 10 KOMIUIEKCHOM 3aluTe WU
npeaynpexaeHuro yreuku [1/1xH;

— IIOATOTOBKA PEIICHUH B OTHOLICHUU CBEICHUUA O paboTaX, BBHIMOJIHAEMBIX
MUuUHHCTEPCTBOM, MOJIEXKAINX 3aITUTE;

— PacCMOTpPEHHE NPOEKTOB TEXHUYECKUX 3aJ[aHUM, HOPMATHBHBEIX aKTOB U
yKa3aHWH, JOrOBOPOB HA BBHIIIOJHEHHE paboT, OTUETHON JOKYMEHTAINH, C ICIIBO
OIIPENENIEHNUs]  JIOCTAaTOYHOCTM MPENYCMOTPEHHBIX B HHUX TpeOoBaHUU H
MEPOIIPUATUN 110 KOMIUIEKCHOH 3amute 11/IH, mpy Hay4HBIX HCCIIEOBAHUSIX, TIPH
IIPOBEICHUH JIPYTUX paboT;



— KOOpJAMHAIlMA BHEAPEHUS W OKCIUIyaTalldd CHUCTEM 3alllUThl U
6e3omacHoCTH HHGOpMaNH, 00pabaThiBaeMOl TEXHUUECKUMHU CPEICTBAMHE,

— IIPOBeJIeHHEe PaboT MO KOHTPOIIO 3((HEKTHBHOCTH MPUHUMAEMBIX MEP 110
BEISIBJIEHUIO U 3aKPBITHUIO0 BO3MOXHBIX KaHAJIOB yTeuku I1/1H;

— IOJrOTOBKA IPEUIOKEHUN II0 COBEPIICHCTBOBAHHMIO JEWCTBYIOIIEH
cuctembl 3amuThl [1/[H ¢ mocnenyromum npenocraBieHrneM OTBETCTBEHHOMY 3a
opranusanuio o6pabotku I1J[H MunncrepcrBa U (i) MUHHCTPY KyJIBTYpBI
Mypmanckoit obiractu;

— Y4eT IPUMEHSEMBIX CPEJICTB 3aIUThl HHPOPMAIINH, SKCILIYaTallHOHHON U
TEXHUYECKOHN OKYMEHTAIH K HUM, HocuTeei I1]TH;

— obecrieuenre COOTBETCTBHUSI IIPOBOAUMEBIX paboT B yacTu ob6paboTku [1][H
TEXHUKe 6e30M1aCHOCTH, IIPaBUIIaM U HOPMaM OXPaHBI TPY/a;

— OCYILECTBJICHHE B IMpeJeNlaX CBOEH KOMIETEHIMHM WHBIX (DYHKIUH B
COOTBETCTBHUHU C LIEAMH U 3afiayaMi MUHHCTEPCTBA.

OTBeTCTBEeHHEIH 00s13aH:

2.2. Cobnronats TpeboBaHUS JEVCTBYIOIIETO 3aKOHOJATEeJILCTBA
Poccuiickoit @enepanmm B chepe (obmactu) o06paGOTKH M 0becredeHus
6e3omacuocty I1/1H; '

2.3.3HaTh COCTaB, CTIPYKTYPY, HAa3HAaueHHE M BBIIOJHSEMBIE 3a/aUl
NCII[TH, a Tarxoke cocTaB HHOOPMALMOHHEIX TEXHOJIOTHM 1 TeXHAYECKUX CpEIICTB,
TIO3BOJISIOIIMX OCYILECTBISTE 00paboTky IT/1H;

2.4. OcytecTBIATh 00IIIee TEXHUUECKOE conpoBoxzaenue MCIT/u:

— KOHTPONUPOBaTe  COOMOAeHHEe TpeGOBaHMM MO  pasMELICHUIO W
HCIIOJIb30BAHUIO  TEXHHYECKUX CPEACTB, YKa3aHHBIX B HHCTPYKIHAX IO
SKCINIYaTaluy 3TUX CPELCTB;

— KOHTPOJIUPOBATh COXPaHHOCTB IIOMO Ha o6opynoBaHuu
aBTOMATU3UPOBAHHBIX PabOYMX MECT;

— BECTH JKypHaJl y4eTa U BBIIaYy MCIOJIb3YEMbIX MAaTepUaIbHBIX HOCHTEIEH
I1H;

— KOHTPOJIMPOBATh HCIIOJIb30BAHAE CBEMHBIX MAaTE€PHAalbHBIX HOCHTENei
MH(pOpMaluy, B TOM YHCJIE 3alpellaTh MCMOIb30BAHHE HEYYTCHHBIX HOCHTENeit
VH(OpMAaIUu;

— NPOBOAUTE HMHCTPYKT&X COTPYIHHUKOB, OCYIIECTBISIIOIINX 06paboTKy
I/l n umerouwx noctyn x I1[TH, oGpabarsiBaemeiv B UCTTle Munucrepcrsa
(nanee — Ionms3osarenu UICIT/{u) no npasunam pa6otst B ICTTTH;

2.5. OcymecTBIATh ~ HACTPOUKY W CONPOBOXKICHHE  MOJCUCTEMBI
peructpauuu u yueta MCIT/n:

— PeaJn30BBIBaTh ITOJIHOMOYHS JHOCTyla (YTEHHWE, 3alliCh) IS KaXKIOro
IIOJb30BaTelIl K 3JIEMEHTaM 3aIlUIaeMbIX HMH(MOPMAIMOHHBIX PECYPCOB (TOM,
KaTajor, ()ai, 3aluck, II0Ne 3alliCH) Ha OCHOBE YTBEPXKIEHHOTO PYKOBOLUTEIEM
CIIMCKa COTPYAHMUKOB, NOMyLUIEHHBIX K pabote B MICIT/Ix;

— HasHayaTk naponu [lone3oBareneit UCIT/H;

— KOHTPOJIMPOBATh IIIaHOBYI0 cMeHy mnaponeir [loms3oBarensmu WCIT/Iu
s nocrymna B UCI/1x;



— cBoeBpeMeHHO  yjansate npouias [lomszoBarenss HWCII[lH  npu
YBOJIBHEHHUH WU MIEPEBOJIE COTPYAHUKA,

— BBOJIUTh B 0a3y MaHHBIX CHCTEMBI 3alllUTHl OT HECAHKIMOHHUPOBAHHOI'O
noctyna (manee — HCJI) ommcanusi cOOBITHH, MOIJIEXKAIIMX PErHUCTpallid B
CHUCTEMHOM >KypHaJe;

— PEeryJisipHO TPOBOJUTH aHAJU3 CUCTEMHOTO J>XypHajia JUIsl BBISIBICHUS
IIOIBITOK HeCaHKIMOHUpoBaHHOrO nocrymna k MCII/IH;

— cBOeBpeMeHHO HH(popMupoBaTh (OTBETCTBEHHOTO 3a OpraHU3aIHI0
ob6pabotkn IIJlH o0 HECAaHKIMOHMPOBAHHBIX JEUCTBHSIX IEPCOHANA IS
opranusanuu paccienoBanus nmonsitok HCJI;

2.6. CompoBoXIaTh MOJACUCTEMY OOECIIEYeHHUsI IIEJIOCTHOCTH pabouero
nporpammuoro obecrneuenus (I110) UCIT]x:

— ofecreunBaTh PEryIsIpHOE U CBOEBPEMEHHOE OOHOBJIEHHE aHTUBUPYCHOTO
IIPOrpaMMHOro obecriedennss MUHUCTEPCTBA,

— obecreunBaTh NOJJIEPKAHUE YCTAHOBJICHHOTO MOPSIKA OKCIUIyaTal[{u
AHTHUBHUPYCHOI'O IIPOrPaMMHOT0 00eCIIEUeHN S,

— obecreynBaTh PerysapHOe U CBOCBPEMEHHOE CO3/IAHKE PE3EPBHBIX KOIIHIA
NCITIz Munucrepcrsa;

— OCYIIECTBIISITh HACTPOUKY M COIPOBOXKIEHUE cHcTeMbl 3amuThl or HCJI B
NCIIdx;

2.7. IlpoBoUTh NEPUOAUYECKOE TECTUPOBAHUE (DYHKIMH CHCTEMBI 3Al[UTHI
or HCJI npu nM3MeHeHHMHM HpOrpaMMHON cpenbl M HoNHOMoumii Ilonb3oBareeit
NCII#;

2.8. TpeboBate mpekpamenus oOpaGotku I[1Jln B cioydae HapyIIeHHs
YCTaHOBIICHHOT'O TIOPsiZIKa paboT WM HapyHIeHUs! GYHKIMOHUPOBAHUS CPEJCTB U
CUCTEM 3alUThl UHPOPMAIUH;

2.9. Y4acTBOBaTh B aHAIM3€ CHTYalWi, Kacarolmxcs (QyHKIHOHMPOBAHHUS
CPEICTB 3aIlUThl MHPOPMAIMU U CITy>KeOHBIX paccienoBannii paxtos HCJI;

2.10. YyacTBOBaTh IIpU NPOBEACHUHM BHYTPEHHErO KOHTPOJS COOTBETCTBUS
obpabotku I1/]H TpebGoBanusMm k 3aumre I1]1H;

2.11. Konrponuposats BeimonHenue [Toas3zosarensmu MCIIIH TpeGoBanuii
WHCTpyKUMA 1ONb30BaTeNs MHPOPMANHOHHBEIX CHCTEM IMEPCOHANBHBIX JAHHBIX
MunucrepcTBa KynabTypbl MypMaHCKO# 06J1acTH, a TakKe YCTaHOBJICHHBIX
TpeOoBaHui A1 obecneyeHus ypoBHel 3ammmensocTy T1JIH;

2.12. KoHTpOIMpOBaTh NPaBWIBHOCTH INPUMEHEHMs  1l0oJIB30BaTENIMU
MCIIJIH cpencTs 3anmThl HHGOPMAIIHH;

2.13. B cmy4yae momydenuss or Ilome3oBareneit MCITJIn uH(popManuu o
(akTax yTpaThl, KOMIIPOMETAllMK KIFOYEBOM, MAPOILHON U ayTeHTHOUIHUPYIOeH
WHbOpMaLUK, a Takke 000 Ipyroil MH(GOPMAIMH OrPaHUYEHHOIO JOCTYIIA,
HE3aMEJJINTENIBHO IIPUHATH BCE HEOOXOMUMBIE MeEpBl IS obecredeHus
6e3onacroctu [1/1H B mpenenax CBOUX IMOJTHOMOYMIA;

2.14. O6ecneunBath (YHKIIMOHUPOBaHHE U MO ICPXKUBATH
paboTOCIIOCOOHOCTH Ha aBTOMAaTHU3UPOBaHHbIX pabounx mectax MCIT/IH:

— aHTHUBHUPYCHOTO IPOrPaMMHOT0 0OeCTIeUeHHS;

— CPEACTB 3aLUThl OT HECAHKLIHOHUPOBAHHOT'O JIOCTYIIa;



2.15. B cnydyae HapymeHus: paGOTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB W
nporpammHoro obecrneuenuss CI1/Ix, B Tom wmcne cpenctB 3amutel MICIT/IH,
IIPUHAMATh MEphl II0 UX CBOEBPEMEHHOMY BOCCTAHOBJICHHIO W BBISBICHHUIO
IIPUYMH, IPUBEAIINAX K HApYIIEHUIO pab0oTOCIIOCOOHOCTH;

2.16. CBoeBpemMeHHO HH(pOpMUpoBaTh OTBETCTBEHHOTO 3a OpPraHU3AIUIO
obpabotku IIJ[H O BEIIBICHHBIX HApYIIEHUSX TPeOOBAHUU II0 OOECIIEYEHHUIO
6ezonacHocTy I1/IH 1 monbITKax HecaHKIHOHUpOBaHHOTO Joctyna K UCITH.

3. IlpaBa 0TBETCTBEHHOI0 3a o0ecnevyenne 6€30NaCHOCTH MEePCOHANbHBIX

AAHHBIX B HH(OPMAIHOHHBIX CHCTEMAaX MEePCOHANbHBIX JAHHBIX

OTBeTCTBEHHEIH HMeET MPaBo:

3.1. 3nakoMHTECS c JIOKQJIbHBIMU aKTamu Munucrepctna,
PerIaMeHTUPYIOIMMH IIPoLecChl 00paboTKM ¥ 3aruThe! 11]/1H;

3.2. Buocuts mpeioxeHuss MUHUCTPY KyJIbTypsl MypMaHCKOH 061acTH 10
COBEPIICHCTBOBAHHUIO CYIIECTBYIOIIEH CUCTEMBI 3aIUTHI HHPOPMAIUH;

3.3. IlpuBnexars mo cornacoBaHuio ¢ OTBETCTBEHHBIM 32 OPraHH3ALIO
obpabortku I1[[z ¥ MuHHCTPOM KynbTyphl MypMaHCKOH 0GNacTd K paboTe 1o
CO3MaHMIO M COBEPLIEHCTBOBAHUIO CHUCTEMBI 3amMTHI [1/IH Mpyrux cOTpymHHKOB
MuHucTepcTBa;

3.4. TpeboBate ot Ilomp3oBatenest WCII[IH cobiomeHus TpeOoBaHui
WHcTpykuuy monb3oBaTenss MHGOPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX JAHHBIX
MunncrepeTBa  KynmbTypsl MypMmaHCckod 06NacTH, a TakkKe COBIIONCHMS
TpebOBaHMi NEeHCTBYIONIEro 3aKOHOAaTebCTBA Poccuiickoit @enepanun B chepe
(obnacty) 06paboTku 1 obecreuenns 6ezonacroctr [1)1x;

3.5. YuactBoBaTh B paboTe IO COBEPIIEHCTBOBAHHIO MEPOIIPUSTHH,
obecrneunBaromux  Ge3omacHocTs IIJIH, BHOCHTH CBOM IIPEJIOKEHHS IIO
COBCPIICHCTBOBAHUIO OPTaHM3AllMOHHBIX M TEXHUYECKMX Mep 3aummthl [1JIH B
NCI1n;

3.6. MHnimunposaTh NpoBeleHHe CIy)KeOHBIX paccle/loBaHHUM MO (akTam
HapylIEHUs1 YCTaHOBJIECHHBIX TpeOoBaHui obecriedenust 6ezomacHoctu I1H;

3.7. TpeboBats npekpamenus pabotel B MCIIJIH, Kak B I€NOM, TaK u
oTnenbHbIX Iloms3osareneit WCIIJIH, B ciydae BBIABIEHUA HapyLICHHH
TpeboBanuil mo obecrneuennro GeszomacHoctr I1JIH WM B CBA3H C HapyLICHHEM
byukumonuposanus UCII]IH;

3.8. Obpamatecst 32 HEOOXONMMBIMHE Da3bsCHEHHSIMH 10 BOIPOCAM
obpabotkn u obecneuenns GesomacHoctd I1[JH k OTBeTCTBEHHOMY 3a
opranusanuo odpadotku I1]H.

4. OTBeTCTBEHHOCTH OTBETCTBEHHOIO 3a o0ecnevyeHne 6e30MacHOCTH
NEePCOHATBbHBIX JAHHBIX B HH()OPMALMOHHBIX CHCTEMAX MEPCOHAILHBIX
, JAHHBIX
OTBETCTBEHHBIN B COOTBETCTBUH C BO3JIOXKEHHBIMH Ha HETO 00S3aHHOCTIMU
HECeT OTBETCTBEHHOCTE 34



4.1. Hecobmomenne TpeOOBaHUN  JIOKAJNBHBIX aKTOB IMUHHUCTEPCTBA,
YCTaHABIMBAIOIIMX TMOPSAOK paborel ¢ [IJlH B mpenmenax, yCTaHOBJIEHHBIX
TPYIOBBIM JJOTOBOPOM (CITy>kKeOHBIM KOHTPAKTOM );

4.2. Pazrnamenne IIJ[H B 1mpezpenax, YCTaHOBJIEHHBIX JEHCTBYIOLIMM
aIMUHHACTPATUBHBIM, yTOJOBHBIM UM  TPaXJAaHCKUM  3aKOHOJATEIbCTBOM
Poccuiickoit @enepanumu.



